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Bots are a common phenomena in social media. They have been used to distort messages
and spread malware. Recently a new form of bot has emerged, the social influence bot network
(SIBN). SIBNS in addition to cyborgs are being used to effect discussions in social media, to build
communities, and to shape beliefs and behavior. While traditional social network methods have
been used in assessing social media data, they are insufficient to identify and characterize social
influence bots, the networks in which they reside and their behavior. Machine learning
techniques relying on meta-data are similarly insufficient. Herein we employ high dimensional
network metrics in conjunction with machine learning techniques to identify bots and their
information maneuvers. The approach to understanding and interpreting the effects of these
bots and cyborgs relies on operationalization of social influence theory and an understanding of
how the social media features can be exploited. We find that, in Twitter, these new forms of
bots are simultaneously shaping social networks and knowledge networks and so wielding high
levels of social influence on the web. These points are illustrated using examples from diverse
data sets including—the “alt-right”, ISIS sympathizers in the Syrian revolution, activists of the
Euromaiden movement, anti-NATO Russian activity, and various “fake news” events.



